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INTRODUCTION  
 

¶ aƛŘYŜƴǘ /ƻƭƭŜƎŜ όάǘƘŜ /ƻƭƭŜƎŜέύ ŀƴŘ aY/ ¢ǊŀƛƴƛƴƎ {ŜǊǾƛŎŜǎ [ƛƳƛǘŜŘ 

όάŎƻƳǇŀƴȅέύ ŀǊŜ ŎƻƳƳƛǘǘŜŘ ǘƻ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ŀƴŘ ŀŎƪƴƻǿƭŜŘƎŜ ǘƘŜ 

άǊƛƎƘǘǎ ŀƴŘ ŦǊŜŜŘƻƳǎέ ƻŦ ŀƭƭ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ ǘƘƻǎŜ ǿƛǘƘ ǿƘƻƳ ǘƘŜ 

College and its company  works with.  

 

¶ This policy sets out the accountability and responsibilities of the 

College, company , employees, contractors, agency staff, volunteers, 

students and other relevant parties, in ensuring compliance with 

data protection and the security of personal data as required under 

any and all applicable legislation. This includes, but is not limited t o;  

 

o UK GDPR (United Kingdom General Data Protection 

Regulation )  

o Data Protection Act 2018  

o Data Use and Access Bill 2025  

o Freedom of Information Act 2000  

o Equality Act 2010  

o Computer Misuse Act 1990  

o Fraud Act 2006 (with regards to phishing and identity theft 

and fraud)  

o Theft Act (with regards to electronic theft)  

o Network and Information Systems and Regulations 2018  

o Privacy and Electronic Communications (EC Directive) 

Regulations 2003 (PECR)  

o Investigatory Powers Act 2016 (which replaces the Regulation 

of Investigatory Powers Act 2000)  

 

SCOPE  
 

¶ This policy applies to data as stipulated under the UK GDPR, with 

particular reference to Article 2 and 3.  
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¶ MidKent  College is an exempt charity under the Part 3 of the 

Charities Act 2011. The College is registered with the ICO under 

number Z6528598.  

 

¶ MKC Training Services Limited is a wholly owned subsidiary of 

MidKent College. MKC Training Services Limited is registered with 

the ICO under number Z352117X.   

 

¶ For the purposes of this policy, the College and the company  holds 

and processes personal data about individuals, including, but not 

limited to, employees, governors, directors, contractors, suppliers 

and partners, students, visitors, alumni and commercial clients.  

 

DEFINITIONS  
 

¶ ά5ŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ƭŜƎƛǎƭŀǘƛƻƴέ ŜƴŎƻƳǇŀǎǎŜǎ ǘƘŜ UK GDPR  and Data 

Protection Act 2018  and Data Use and Access Bill 2025  

 

¶ ά!ƭƭ ƻǘƘŜǊ ŀǇǇƭƛŎŀōƭŜ ƭŜƎŀƭƛǎŀǘƛƻƴέ ŜƴŎƻƳǇŀǎǎŜǎ ǘƘŜ ƭŜƎƛǎƭŀǘƛƻƴ 

referenced under section 1 Introduction.   

 

¶ The terms άǎǳǇŜǊǾƛǎƻǊȅ ŀǳǘƘƻǊƛǘȅέ ŀƴŘ άǘƘŜ ŎƻƳƳƛǎǎƛƻƴŜǊέ ƳŜŀƴǎ 

ǘƘŜ LƴŦƻǊƳŀǘƛƻƴ /ƻƳƳƛǎǎƛƻƴŜǊΩǎ hŦŦƛŎŜ όL/hύΦ  

 

¶ ά!ƭƭ ŜƳǇƭƻȅŜŜǎ ŀƴŘ ƛƴŘƛǾƛŘǳŀƭǎ ǿƻǊƪƛƴƎ ƻƴ ōŜƘŀƭŦ ƻŦ ǘƘŜ /ƻƭƭŜƎŜ ŀƴŘ 

the company έ ŜƴŎƻƳǇŀǎǎŜǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ ŜƳǇƭƻȅŜŜǎΣ ŎƻƴǘǊŀŎǘƻǊǎΣ 

agency staff and volunteers.  

 

¶ άwŜŎƻǊŘǎ ƳŀƴŀƎŜƳŜƴǘέ ƛǎ ŘŜŦƛƴŜŘ ōȅ L{h мрпуф-1:2016(enύ ŀǎ άCƛŜƭŘ ƻŦ 

management responsible for the efficient and systematic control of 

the creation, receipt, maintenance, use and disposition of records, 

including processes for capturing and maintaining evidence of and 

information about business activities an d transactions in the form of 

ǊŜŎƻǊŘǎΦέ 
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¶ Where applicable, and unless otherwise stated, all other terminology 

used in this policy relates to the legal definitions outlined under 

Article 4 of the UK GDPR  as follows:  

 

1. ΨǇŜǊǎƻƴŀƭ ŘŀǘŀΩ ƳŜŀƴǎ ŀƴȅ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜƭŀǘƛƴƎ ǘƻ ŀƴ ƛŘŜƴǘƛŦƛŜŘ 

ƻǊ ƛŘŜƴǘƛŦƛŀōƭŜ ƴŀǘǳǊŀƭ ǇŜǊǎƻƴ όΨŘŀǘŀ ǎǳōƧŜŎǘΩύΤ ŀƴ ƛŘŜƴǘƛŦƛŀōƭŜ 

natural person is one who can be identified, directly or indirectly, 

in particular by reference to an identifier such as a name, an 

iden tification number, location data, an online identifier or to 

one or more factors specific to the physical, physiological, 

genetic, mental, economic, cultural or social identity of that 

natural person;  

 

2. ΨǇǊƻŎŜǎǎƛƴƎΩ ƳŜŀƴǎ ŀƴȅ ƻǇŜǊŀǘƛƻƴ ƻǊ ǎŜǘ ƻŦ ƻǇŜǊŀǘƛƻƴǎ ǿƘƛŎƘ ƛǎ 

performed on personal data or on sets of personal data, whether 

or not by automated means, such as collection, recording, 

organisation, structuring, storage, adaptation or alteration, 

retrieval , consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or 

combination, restriction, erasure or destruction;  

 

3. ΨǊŜǎǘǊƛŎǘƛƻƴ ƻŦ ǇǊƻŎŜǎǎƛƴƎΩ ƳŜŀƴǎ ǘƘŜ ƳŀǊƪƛƴƎ ƻŦ ǎǘƻǊŜŘ ǇŜǊǎƻƴŀƭ 

data with the aim of limiting their processing in the future;  

 

4. ΨǇǊƻŦƛƭƛƴƎΩ ƳŜŀƴǎ ŀƴȅ ŦƻǊƳ ƻŦ ŀǳǘƻƳŀǘŜŘ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ǇŜǊǎƻƴŀƭ 

data consisting of the use of personal data to evaluate certain 

personal aspects relating to a natural person, in particular to 

ŀƴŀƭȅǎŜ ƻǊ ǇǊŜŘƛŎǘ ŀǎǇŜŎǘǎ ŎƻƴŎŜǊƴƛƴƎ ǘƘŀǘ ƴŀǘǳǊŀƭ ǇŜǊǎƻƴΩǎ 

perfo rmance at work, economic situation, health, personal 

preferences, interests, reliability, behaviour, location or 

movements;  

 

5. ΨǇǎŜǳŘƻƴȅƳƛǎŀǘƛƻƴΩ ƳŜŀƴǎ ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƛƴ 

such a manner that the personal data can no longer be 

attributed to a specific data subject without the use of additional 

information, provided that such additional information is kept 

separately and is subject to technical and organisational 
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measures to ensure that the personal data are not attributed to 

an identified or identifiable natural person;  

 

6. ΨŦƛƭƛƴƎ ǎȅǎǘŜƳΩ ƳŜŀƴǎ ŀƴȅ ǎǘǊǳŎǘǳǊŜŘ ǎŜǘ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǿƘƛŎƘ 

are accessible according to specific criteria, whether centralised, 

decentralised or dispersed on a functional or geographical basis;  

 

7. ΨŎƻƴǘǊƻƭƭŜǊΩ ƳŜŀƴǎ ǘƘŜ ƴŀǘǳǊŀƭ ƻǊ ƭŜƎŀƭ ǇŜǊǎƻƴΣ ǇǳōƭƛŎ ŀǳǘƘƻǊƛǘȅΣ 

agency or other body which, alone or jointly with others, 

determines the purposes and means of the processing of 

personal data;  

 

8. ΨǇǊƻŎŜǎǎƻǊΩ ƳŜŀƴǎ ŀ ƴŀǘǳǊŀƭ ƻǊ ƭŜƎŀƭ ǇŜǊǎƻƴΣ ǇǳōƭƛŎ ŀǳǘƘƻǊƛǘȅΣ 

agency or other body which processes personal data on behalf of 

the controller;  

 

9. ΩǊŜŎƛǇƛŜƴǘΩ ƳŜŀƴǎ ŀ ƴŀǘǳǊŀƭ ƻǊ ƭŜƎŀƭ ǇŜǊǎƻƴΣ ǇǳōƭƛŎ ŀǳǘƘƻǊƛǘȅΣ 

agency or another body, to which the personal data are 

disclosed, whether a third party or not. However, public 

authorities which may receive personal data in the framework of 

a particular inqu iry in accordance with domestic law shall not 

be regarded as recipients; the processing of those data by those 

public authorities shall be in compliance with the applicable 

data protection rules according to the purposes of the 

processing;  

 

10. ΨǘƘƛǊŘ ǇŀǊǘȅΩ ƳŜŀƴǎ ŀ ƴŀǘǳǊŀƭ ƻǊ ƭŜƎŀƭ ǇŜǊǎƻƴΣ ǇǳōƭƛŎ ŀǳǘƘƻǊƛǘȅΣ 

agency or body other than the data subject, controller, processor 

and persons who, under the direct authority of the controller or 

processor, are authorised to process personal data;  

 

όмл!ύ ΨǇǳōƭƛŎ ŀǳǘƘƻǊƛǘȅΩ ŀƴŘ ΨǇǳōƭƛŎ ōƻŘȅΩ ŀǊŜ ǘƻ ōŜ ƛƴǘŜǊǇǊŜǘŜŘ ƛƴ 

accordance with section 7 of the 2018 Act and provision made 

under that section  

 

11. ΨŎƻƴǎŜƴǘΩ ƻŦ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘ ƳŜŀƴǎ ŀƴȅ ŦǊŜŜƭȅ ƎƛǾŜƴΣ ǎǇŜŎƛŦƛŎΣ 

ƛƴŦƻǊƳŜŘ ŀƴŘ ǳƴŀƳōƛƎǳƻǳǎ ƛƴŘƛŎŀǘƛƻƴ ƻŦ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘΩǎ 
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wishes by which he or she, by a statement or by a clear 

affirmative action, signifies agreement to the processing of 

personal data relating to him or her;  

 

12. ΨǇŜǊǎƻƴŀƭ Řŀǘŀ ōǊŜŀŎƘΩ ƳŜŀƴǎ ŀ ōǊŜŀŎƘ ƻŦ ǎŜŎǳǊƛǘȅ ƭŜŀŘƛƴƎ ǘƻ ǘƘŜ 

accidental or unlawful destruction, loss, alteration, unauthorised 

disclosure of, or access to, personal data transmitted, stored or 

otherwise processed;  

 

13. ΨƎŜƴŜǘƛŎ ŘŀǘŀΩ ƳŜŀƴǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǊŜƭŀǘƛƴƎ ǘƻ ǘƘŜ ƛƴƘŜǊƛǘŜŘ ƻǊ 

acquired genetic characteristics of a natural person which give 

unique information about the physiology or the health of that 

natural person and which result, in particular, from an analysis of 

a biol ogical sample from the natural person in question;  

 

14. ΨōƛƻƳŜǘǊƛŎ ŘŀǘŀΩ ƳŜŀƴǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǊŜǎǳƭǘƛƴƎ ŦǊƻƳ ǎǇŜŎƛŦƛŎ 

technical processing relating to the physical, physiological or 

behavioural characteristics of a natural person, which allow or 

confirm the unique identification of that natural person, such as 

facial imag es or dactyloscopic data;  

 

15. ΨŘŀǘŀ ŎƻƴŎŜǊƴƛƴƎ ƘŜŀƭǘƘΩ ƳŜŀƴǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ 

physical or mental health of a natural person, including the 

provision of health care services, which reveal information about 

his or her health status;  

 

16. ΨōƛƴŘƛƴƎ ŎƻǊǇƻǊŀǘŜ ǊǳƭŜǎΩ ƳŜŀƴǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ǇƻƭƛŎƛŜǎ 

which are adhered to by a controller or processor established on 

the territory of a Member State for transfers or a set of transfers 

of personal data to a controller or processor in one or more thir d 

countries within a group of undertakings, or group of enterprises 

engaged in a joint economic activity;  

 

17. ΨǊŜǇǊŜǎŜƴǘŀǘƛǾŜΩ ƳŜŀƴǎ ŀ ƴŀǘǳǊŀƭ ƻǊ ƭŜƎŀƭ ǇŜǊǎƻƴ ŜǎǘŀōƭƛǎƘŜŘ ƛƴ 

the United Kingdom who, designated by the controller or 

processor in writing pursuant to Article 27, represents the 
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controller or processor with regard to their respective obligations 

under this Regulation;  

 

18. ΨŜƴǘŜǊǇǊƛǎŜΩ ƳŜŀƴǎ ŀ ƴŀǘǳǊŀƭ ƻǊ ƭŜƎŀƭ ǇŜǊǎƻƴ ŜƴƎŀƎŜŘ ƛƴ ŀƴ 

economic activity, irrespective of its legal form, including 

partnerships or associations regularly engaged in an economic 

activity;  

 

19. ΨƎǊƻǳǇ ƻŦ ǳƴŘŜǊǘŀƪƛƴƎǎΩ ƳŜŀƴǎ ŀ ŎƻƴǘǊƻƭƭƛƴƎ ǳƴŘŜǊǘŀƪƛƴƎ ŀƴŘ ƛǘǎ 

controlled undertakings;  

 

20. ΨōƛƴŘƛƴƎ ŎƻǊǇƻǊŀǘŜ ǊǳƭŜǎΩ ƳŜŀƴǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ǇƻƭƛŎƛŜǎ 

which are adhered to by a controller or processor established in 

the United Kingdom for transfers or a set of  transfers of personal 

data to a controller or processor in one or more third countries 

within a group of undertakings, or group of enterprises engaged 

in a joint economic activity;  

 

21. όнм!ύ ŦƻǊŜƛƎƴ ŘŜǎƛƎƴŀǘŜŘ ŀǳǘƘƻǊƛǘȅΩ ƳŜŀƴǎ ŀƴ ŀǳǘƘƻǊƛǘȅ 

designated for the purposes of Article 13 of the Data Protection 

Convention (as defined by section 3 of the 2018 Act) by a party, 

other than the United Kingdom, which is bound by that 

Convention;  

 

22. ƛƴŦƻǊƳŀǘƛƻƴ ǎƻŎƛŜǘȅ ǎŜǊǾƛŎŜΩ ƳŜŀƴǎ ŀ ǎŜǊǾƛŎŜ ŀǎ ŘŜŦƛƴŜŘ ƛƴ Ǉƻƛƴǘ 

(b) of Article 1(1) of Directive (EU) 2015/1535 of the European 

Parliament and of the Council (1) [as it has effect immediately 

before IP completion day];  

 

23. ΨƛƴǘŜǊƴŀǘƛƻƴŀƭ ƻǊƎŀƴƛǎŀǘƛƻƴΩ ƳŜŀƴǎ ŀƴ ƻǊƎŀƴƛǎŀǘƛƻƴ ŀƴŘ ƛǘǎ 

subordinate bodies governed by public international law, or any 

other body which is set up by, or on the basis of, an agreement 

between two or more countries.  

 

24. ΨǘƘƛǊŘ ŎƻǳƴǘǊȅΩ ƳŜŀƴǎ ŀ ŎƻǳƴǘǊȅ ƻǊ ǘŜǊǊƛǘƻǊȅ ƻǳǘǎƛŘŜ ǘƘŜ ¦ƴƛǘŜŘ 

Kingdom;  
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25. references to a fundamental right or fundamental freedom 

(however expressed) are to a fundamental right or fundamental 

freedom which continues to form part of domestic law on and 

after IP completion day by virtue of section 4 of the European 

Union (Withdra wal) Act 2018, as the right or freedom is amended 

or otherwise modified by domestic law from time to time on or 

after IP completion day.]  

 

DATA PROTECTION PRINCIPLES  
 

¶ ¢ƘŜ /ƻƭƭŜƎŜΩǎ ŀƴŘ ǘƘŜ company  Ωǎ processing of personal data must 

be conducted in accordance with the data protection principles as 

set out in Article 5 of the UK GDPR.  

 

¶ The College and the company  are committed to upholding the data 

ǇǊƻǘŜŎǘƛƻƴ ǇǊƛƴŎƛǇƭŜǎΦ !ƭƭ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǳƴŘŜǊ ǘƘŜ /ƻƭƭŜƎŜΩǎ ŀƴŘ ǘƘŜ 

company Ωǎ ŎƻƴǘǊƻƭ ǿƛƭƭ ōŜ ǇǊƻŎŜǎǎŜŘ ƛƴ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ ǘƘŜ 

principles.  

 

¶ To demonstrate commitment to practically and operationally 

upholding these principles, the College and the company  publishes  

and maintains an Information Charter. The Information Charter 

operates concurrently with all other policies and procedures.   

 

PRINCIPLES A -D  
A. Lawfulness, fairness, and transparency  

B. Purpose Limitation  

C. Data Minimisation  

D. Accuracy  

 

¶ The College and the company  will implement all reasonable 

measures to maintain compliance with the above principles.  

 

¶ All data must be collected and processed  lawfully , fairly, and 

transparently . 

https://www.dpocentre.com/glossary/lawfully/
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¶ May only collect data for specified explicit, and legitimate purposes 

that have been made clear to data subjects at the start of the 

processing . 

 

¶ The college and the company are required to ensure that adequate, 

relevant, and limited data is used where necessary in relation to the 

purposes for which they are processed . All data collection should be 

minimised.  

 

¶ Personal data should be processed only if the purpose of the 

processing could not reasonably be fulfilled by other means.  

 

 

PRINCIPLE (E) ς RETENTION AND DESTRUCTION OF 

RECORDS  

 

¶ The College and the company  will not keep personal data in a form 

that permits identification of data subjects for a longer period than is 

necessary, in relation to the purpose(s) for which the data was 

originally collected.  

 

¶ The College and the company  reserve the right to store data for 

longer periods if the personal data is processed solely for archiving 

purposes in the public interest, statistical purposes, scientific or 

historical research purposes, or if necessary to fulfil contractual 

obligations.  This is subject to the implementation of appropriate 

technical and organisational measures to safeguard the rights and 

freedoms of the data subject.  

 

¶ The retention period for each category of personal data will be set 

out in the Retention Schedule along with the criteria used to 

determine this period including reference to any statutory 

obligations.   

 

¶ When disposing of personal data, the College and the company  will:  
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o only delete or dispose of data in line with the Retention 

Schedule, or in response to a right of erasure request where 

the conditions set out in Articles 17 and 19 of the UK GDPR  are 

met.  

o ensure that paper -based records are shredded or disposed of 

by the approved contractors.  

o ensure that hard drives are destroyed by approved contractors 

as the College and the company  do not have the facilities to do 

so to the required standard in house. The disposal of hard 

drives should also comply with the Waste Electrical and 

Electronic Equipment Regulations 2013.  

o appoint contractors responsible for data destruction that, at a 

minimum, meet the criteria identified as being necessary to 

meet the legal requirements, in addition to data protection 

legislation, and all other applicable legalisation.  

o review the criteria for the disposal of personal data prior to the 

commencement of any applicable contracts.  

 

PRINCIPLE (F) ς INFORMATION SECURITY  

 

¶ The College and the company  continuously seek to develop and 

implement measures that ensure a high level of security for personal 

and confidential data and to maintain a secure environment for 

information held both manually and electronically.  

 

o ¢ƘŜ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ŀǇǇƭƛŜŘ ŀǊŜ ƭƛǎǘŜŘ ƛƴ ǘƘŜ /ƻƭƭŜƎŜΩǎ L/¢ 

Policies.  

 

¶ All personal data should be accessible only to those who need to use 

it, with access granted in line with ǘƘŜ ǊŜƳƛǘǎ ƻŦ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ Ƨƻō 

role or in accordance with data subject rights.  

 

¶ All paper -based personal data is to be kept in rooms with key locks 

or centralised access control, and stored in locked units including, 

but not limited to, lockable drawers, filing cabinets and cabinets.  
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¶ All electronically held data is processed as per the details contained 

ǿƛǘƘƛƴ ǘƘŜ /ƻƭƭŜƎŜΩǎ L/¢ tƻƭƛŎies.  

 

o The controls listed in the /ƻƭƭŜƎŜΩǎ ICT Polic ies are applied on 

the basis of  identified risk to personal data, and the potential 

for damage or distress to individuals whose data is being 

processed.  

 

 

WORKING OFF -SITE 

 

¶ The College and the company  understand that data protection is not 

a barrier to working offsite and data protection legislation does not 

ǇǊŜǾŜƴǘ ǘƘƛǎΦ IƻǿŜǾŜǊΣ ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀ ΨƻŦŦ-ǎƛǘŜΩ 

presents a potentially greater risk of loss, theft or damage to 

personal data an d requires the implementation of measures to 

reduce the risk(s).  

 

¶ The College and the company  must be satisfied that employees 

have adequate security measures in place for this to happen. Refer 

to Homeworking Policy (MidKent College staff) or Flexible Working 

Policy ( Company  staff).  

 

LAWFULNESS OF PROCESSING  
 

¶ Any personal data processed by the College and the company  must 

be done so in accordance with one of the six lawful bases defined in 

Article 6 of the UK GDPR.  

 

¶ In order for the College and the company  to fulfil their obligations 

and business requirements, the most appropriate lawful basis must 

be identified for each task. The lawful basis must be documented in 

the Records of Processing Activities as per Article 30 of the UK GDPR.  
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¶ The processing of special category data is covered under section 6 

Special Categories of Data.  

 

¶ The College and the company  accept that no matter how urgent the 

data collection, processing or sharing is, the Article 6 of the UK GDPR 

lawful basis, and any associated conditions, must be identified, met 

and documented beforehand. Failure to do so is a breach of the data 

protectio n legislation, and significantly increases the risks to data 

ǎǳōƧŜŎǘΩǎ ǊƛƎƘǘǎ ŀƴŘ ŦǊŜŜŘƻƳǎΦ 

 

¶ In accordance with the Equality Act 2010, the College and the 

company  acknowledges that data subjects can reserve the right to 

not disclose personal data relating to protected characteristics.  

 

CONSENT  

 

¶ The College and the company  recognise that for consent to be valid 

as lawful basis, the requirements of Articles 6 -8 of the UK GDPR 

must be met. The College and the company  acknowledge that when 

using consent as a lawful basis, the data subject must have the 

option to easily withdraw their consent.  

 

DIRECT MARKETING  

 

¶ The College and the company  will only send electronic direct 

ƳŀǊƪŜǘƛƴƎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǿƘŜǊŜ ƛǘ ƛǎ ǘƘŜ ǊŜŎƛǇƛŜƴǘΩǎ ŎƘƻƛŎŜ ǘƻ ƻǇǘ-

in.  

 

¶ The College and the company  will ensure that in all electronic direct 

marketing communications the recipient will have the option to opt -

out. If a recipient withdraws consent, the College and the company  

will action as appropriate.  

 

¶ The College and the company  will only send direct marketing in 

accordance with data protection legislation and the Privacy and 

Electronic Communications (EC Directive) Regulations 2003 (PECR).  
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SPECIAL CATEGORIES OF DATA  
 

¶ The College and the company  understand that special category data 

is personal data which requires additional protection because it is 

ǎŜƴǎƛǘƛǾŜ ŀƴŘ ǇƻǎŜǎ ǘƘŜ ƎǊŜŀǘŜǎǘ Ǌƛǎƪ ǘƻ ƛƴŘƛǾƛŘǳŀƭǎΩ Ǌƛǎƪ ŀƴŘ ŦǊŜŜŘƻƳǎ 

if compromised.  

 

¶ Article 9 of the UKUK GDPR defines the ten special categories of 

Řŀǘŀ ŀǎ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǇŜǊǘŀƛƴƛƴƎ ǘƻ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎΥ  

 

o racial or ethnic origin;  

o political opinions;  

o religious or philosophical beliefs;  

o trade union membership;  

o genetic data;  

o biometric data (where used for identification purposes);  

o health;  

o sex life; and  

o sexual orientation.  

 

¶ Any special category data processed by the College and the 

company  must be done so in accordance with an identified lawful 

basis under Article 6 of the UK GDPR and a separate condition for 

processing identified under Article 9 UK GDPR.  

 

¶ In addition to the requirements listed in Article 9 of the UK GDPR, 

under Part 1 and 2 of Schedule 1 of the Data Protection Act, if the 

College and the company  relies on condition:  

 

o  (b), (h), (i) or (j) the College and the company  acknowledge 

that the associated conditions and safeguards need to be met 

before processing the data.  

o (g) the College and the company  acknowledge that one of 23 

specific substantial public interest conditions set out need to 

be met before processing the data.  
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o  (b) or (g) the College and the company  are required to 

ŎƻƳǇƭŜǘŜ ŀƴ ΨŀǇǇǊƻǇǊƛŀǘŜ ǇƻƭƛŎȅ ŘƻŎǳƳŜƴǘΩ ōŜŦƻǊŜ ǇǊƻŎŜǎǎƛƴƎ 

the data.  

 

¶ The College and the company  accept that no matter how urgent the 

requirement is to collect, process or share special category data, the 

Article 6 and 9 of the UK GDPR lawful bases, and any associated 

conditions, must be identified, met and documented beforehand. 

Failure to do so is a breach of the data protection legislation, and 

ǎƛƎƴƛŦƛŎŀƴǘƭȅ ƛƴŎǊŜŀǎŜǎ ǘƘŜ Ǌƛǎƪǎ ǘƻ Řŀǘŀ ǎǳōƧŜŎǘΩǎ ǊƛƎƘǘǎ ŀƴŘ ŦǊŜŜŘƻƳǎΦ 

 

¶ The College and the company  will take measures to ensure that 

special category data is necessary for the purposes identified and 

that there is no other reasonable and less intrusive way to achieve 

that purpose.  

 

¶ If the College and the company  cannot suitably identify, and justify, 

why special category data is required, the College will not proceed 

with the processing.  

 

CRIMINAL CONVICTIONS PERSONAL DATA  
 

¶ The College and the company  understand that information 

pertaining to criminal convictions is personal data; and no matter 

how urgent the need is for criminal convictions data to be collected, 

processed or shared, additional protections are required because of 

the sensitivity and in ŎǊŜŀǎŜŘ Ǌƛǎƪ ǘƻ ƛƴŘƛǾƛŘǳŀƭǎΩ ǊƛƎƘǘǎ ŀƴŘ ŦǊŜŜŘƻƳǎ 

if compromised.  

 

¶ Prior to processing criminal convictions data, the College and the 

company  will identify and document accordingly:  

 

o the applicable condition from Article 10 of the UK GDPR and 

identity if it is processing the data in an official capacity or 

under a condition in Schedule 1 of the Data Protection Act 

2018;  
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o the lawful basis from Article 6 and 9 of the UK GDPR;  

o how it is complying with the Rehabilitation of Offenders Act 

1974 (ROA) and Disclosure and Barring Service (DBS).  

 

¶ If the College and the company  cannot suitably identify, and justify, 

why criminal convictions data is required, the College will not 

proceed with the processing.  

 

DATA SUBJECTS RIGHTS  
 

¶ The College and the company  acknowledge that it must comply 

with the eight rights set out in Articles 12 -23 of the UK GDPR to data 

ǎǳōƧŜŎǘǎΣ ƪƴƻǿƴ ŀǎ ά5ŀǘŀ {ǳōƧŜŎǘǎ wƛƎƘǘǎέΥ  

 

o The right to be informed - The right to be told how personal 

data is used in clear and transparent language.  

o The right of access, also known as a data subject access 

request (DSAR) - The right to know and have access to the 

personal data held about the individual.  

o The right to rectification - The right to have personal data 

corrected where it is inaccurate or incomplete.  

o The right to erasure, also known as the right to be forgotten - 

The right to have personal data deleted.  

o The right to restrict processing - The right to limit the extent of 

ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΩǎ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ 

o The right to data portability - The right to receive personal data 

in a common and machine -readable electronic format.  

o The right to object - The right to complain and to seek to 

ǇǊŜǾŜƴǘ ǘƘŜ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ŘŀǘŀΦ 

o Rights in relation to automated decision making and profiling 

- The right not to be subject to decisions without human 

involvement.  

 

¶ The College and the company  are committed to facilitating requests 

made by data subjects meeting the criteria of the above rights. As 

such, the College and the company  will:  
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o process personal data in a transparent manner.  

o uphold individuals Ω rights under data protection legislation 

and allow data subjects to exercise their rights over the 

personal data held about them.  

o keep records of all requests and their outcome.  

o respond to requests made under these rights based on the 

conditions set out in law . Nƻǘ ŀƭƭ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘǎΩ ǊƛƎƘǘǎ ŀǊŜ 

absolute, and depending on the circumstances, exemptions 

may apply.  

o instruct employees receiving any requests made in relation to 

Řŀǘŀ ǎǳōƧŜŎǘǎΩ ǊƛƎƘǘǎΣ ǘƻ ƴƻǘ ŘƛǊŜŎǘƭȅ ǊŜǎǇƻƴŘΣ ŀƴŘ ǊŜŦŜǊ ǘƘŜ 

request to the Data Protection Team . This is supplemented by 

additional reminders about this requirement during employee 

induction and data protection training.  

o maintain internal procedures that detail how to process each 

of the data subject rights.  

o take reasonable measures to require individuals to confirm 

their identity where it is not obvious that they are the data 

subject.  

o not charge a fee to data subjects for enacting these rights, 

ǳƴƭŜǎǎ ŀ ǊŜǉǳŜǎǘ ƛǎ ŦƻǳƴŘ ǘƻ ōŜ άƳŀƴƛŦŜǎǘƭȅ ǳƴŦƻǳƴŘŜŘ ƻǊ 

ŜȄŎŜǎǎƛǾŜέ ŀƴŘκƻǊ ǊŜǎŜǊǾŜǎ ǘƘŜ ǊƛƎƘǘ ǘƻ ǊŜŦǳǎŜ ǊŜǉǳŜǎǘǎ ǘƘŀǘ ŀǊŜ 

άƳŀƴƛŦŜǎǘƭȅ ǳƴŦƻǳƴŘŜŘ ƻǊ ŜȄŎŜǎǎƛǾŜέΦ 

o strive to respond to all requests made by data subjects under 

Articles 15 -22 of the UK GDPR (rights 2 -8) as per Article 12 (3) 

which specifies the legal timeframe as άΧǿƛǘƘƻǳǘ ǳƴŘǳŜ ŘŜƭŀȅ 

ŀƴŘ ƛƴ ŀƴȅ ŜǾŜƴǘ ǿƛǘƘƛƴ ƻƴŜ ƳƻƴǘƘ ƻŦ ǊŜŎŜƛǇǘ ƻŦ ǘƘŜ ǊŜǉǳŜǎǘέ. 

If a request is complex then the College and the company  will 

invoke its ability to extend the deadline by a further 2 months, 

pursuant to the legislative requirements being met. However, 

in addition to the above, as per Article 12 (4) of the UK GDPR, 

when extreme mitigating circumstances arise that hinder the 

College and the company  from meeting these obligations, the 

College and the company  will consult with data subjects and 

seek advice from the ICO about how to proceed. This includes 

but is not limited to; unforeseen/major disasters that affect 
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operations in line with business continuity and disaster 

recovery operations.  

o review all requests made under data subjects rights on a case 

by case basis but will apply a consistent approach.  

 

¶ Failure to provide information requested as part of a response to a 

data subject rights request is considered to be a breach of this policy 

and will be dealt with under the relevant Disciplinary Policy.  

 

¶ If as a result of  responding to a data subject rights request it is 

identified that a breach of policy has occurred, the matter will be 

dealt with under the relevant Disciplinary Policy.  

 

¶  

 

THE RIGHT TO BE INFORMED  

 

¶ The College and the company  are committed to processing personal 

data in a transparent manner as per Articles 12 -14 of the UK GDPR. To 

this end, the College and the company  will produce privacy notices 

that:  

 

o ŀŎƪƴƻǿƭŜŘƎŜǎ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘǎΩ ǊƛƎƘǘǎΤ  

o explains how individuals can exercise their rights;  

o are available in a variety of accessible forms,  

o use clear, plain, meaningful language; and  

o provide all relevant information required under Article 12 of the 

UK GDPR  and the ICO guidelines.  

 

THE RIGHT OF ACCESS  

 

¶ The College and the company  are committed to providing data 

subjects access to data held about them as per Articles 12 and 15 of 

the UK GDPR. To this end, the College and the company :  
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o recognises that it is a criminal offence to delete personal data 

relevant to a right to access request after it has been received. 

The College and the company  are committed to only securely 

disposing of personal data in line with the Retention Schedule 

or in response to a right to erasure request where the 

qualifying circumstances apply.  

o take all reasonable measures to not adversely affect the rights 

and freedoms of others when responding to DSARs.  

o The college and the subsidiary will apply a reasonable and 

proportionate search criteria to all subject access requests for 

staff, students, parents and any individual that we hold 

personal information on.  

o accept a subject access request verbally or in writing. When a 

request is made verbally the College and the company  may 

ask the data subject to follow this up in writing when a request 

is unclear.  

o The college will request confirmation of the data subjects ID 

and required diligence before undertaking any requests and 

releasing data.  

o will provide all relevant information required under Article 12 

and 15 of the UK GDPR and the ICO guidelines.  

 

The college and company reserve the right to refuse a Subject access 

request. Subject Access Request (s) will not be refused solely because it is 

inconvenient, time -consuming, costly, or because the individual has 

submitted previous requests. The college and company  recognises that 

refusal of a SAR is an exceptional measure and must be supported by clear 

evidence and appropriate documentation.  

 

Under Article 12(5) UK GDPR, the organisation may refuse to act on a 

Subject Access Request where it can demonstrate that the request is 

either:  

 

Manifestly Unfounded  - where there is clear evidence that the request is 

made with no genuine intention of exercising the right of access, or where 

the request is malicious in intent. Indicators may include:  
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¶ Requests submitted solely to harass, disrupt, or cause annoyance.  

¶ Unsubstantiated accusations made against the organisation or its 

staff.  

¶ Use of abusive, aggressive, or threatening language accompanying 

the request.  

¶ Requests made as part of a campaign to burden the organisation 

without a genuine desire to obtain personal data.  

¶ Explicit statements by the requester indicating that the purpose is to 

cause disruption rather than obtain information.  

¶  

Manifestly Excessive  - where the request is clearly unreasonable when 

balanced against the burden or cost of complying, taking into account all 

the circumstances of the case. Factors that may be considered include:  

¶ Whether the request substantially repeats previous requests without 

a reasonable interval or material change in circumstances.  

¶ Whether the volume of information requested is disproportionate to 

the purpose of the request.  

¶ The extent of organisational resources required to comply.  

¶ Whether the requester offers a reasonable justification for the scope 

or repetition of the request.  

¶ Whether less intrusive or more proportionate means exist to satisfy 

the individual's rights.  

 

The organisation will assess each request on its individual merits and will 

not apply blanket refusals. Before determining that a request is manifestly 

excessive, consideration will be given to whether the scope of the request 

can be narrowed through engag ement with the requester.  

 

Where a decision is made to refuse a request, the organisation will:  

¶ Record the rationale and supporting evidence for the decision.  

¶ Obtain approval from the Data Protection Officer or an appropriately 

authorised senior manager.  

¶ Inform the requester in writing without undue delay and within one 

month of receipt of the request.  

¶ Explain the reasons for the refusal.  

¶ Advise the requester of their right to complain to the Information 

Commissioner's Office (ICO).  
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¶ Advise the requester of their right to seek a judicial remedy.  

 

All decisions to refuse a Subject Access Request will be documented and 

retained as part of the organisation's accountability obligations under UK 

GDP  

 

THE RIGHT TO RECTIFICATION  

 

¶ The College and the company  are committed to ensuring that as the 

personal data held about data subjects is accurate, in accordance 

with the lawful bases upon which it is collected, and where 

applicable, the corresponding retention period defined in law. This is 

done so in accordanc e with Articles 12 and 16 of the UK GDPR. To this 

end, the College:  

 

o will take reasonable measures to ensure that personal data 

remain accurate, but this is dependent on the data subject 

providing current and correct information.  

o will work with data subjects to rectify inaccuracies swiftly 

when errors are identified.  

 

THE RIGHT TO ERASURE  

 

¶ Pursuant to Articles 17 and 19 of the UK GDPR the College and the 

company  will delete personal data when one or more the following 

conditions within Article 17 of the UK GDPR are met.  

 

THE RIGHT TO RESTRICT PROCESSING  

 

¶ Pursuant to Articles 18 and 19 of the UK GDPR the College and the 

company  will restrict the processing of personal data when one or 

more the following conditions within Article 18 of the UK GDPR are 

met.  
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THE RIGHT TO DATA PORTABILITY  

 

¶ Pursuant to Article 20 of the UK GDPR the College and the company  

will provide personal data in a secure, structured, commonly used, 

and machine -readable format when one or more the following 

conditions within Article 20 of the UK GDPR are met.  

 

THE RIGHT TO OBJECT  

 

¶ Pursuant to Article 21 of the UK GDPR the College and the company  

will stop the processing of their personal data when one or more the 

following conditions within Article 20 of the UK GDPR are met.  

 

RIGHTS IN RELATION TO AUTOMATED DECISION 

MAKING AND PROFILING  

 

¶ Pursuant to Article 22 of the UK GDPR the College and the company  

will ensure that it fulfils its obligations when the conditions within 

Article 20 of the UK GDPR are applicable.  

 

¶ If the College and the company  relies  upon automated decision 

making and profiling, the process(es) will be subject to intense 

scrutiny and risk assessments to ensure that there are no alternative 

solutions available and that data subject rights are upheld.  

 

CONTROLLERS AND PROCESSORS  
 

¶ Primarily, the College and the company  are considered data 

controllers for personal data processed in line with operational 

requirements and are therefore responsible for establishing policies 

and procedures which ensure compliance with legislation.  

 

¶ For the purposes of Government funding and performance 

accountability, the College shares data with (and may act on behalf 

of) external agencies. Principally this is the Department for 
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Education and any executive agencies it sponsors, for example the 

Education and Skills Funding Agency (ESFA). In these situations, the 

external agency acts as a data controller in their own right.  

 

¶ For the purposes of fulfilling contractual obligations, the company  

shares data with (and may act on behalf of) external agencies. 

Principally this is with other parties subject to the same contract. In 

these situations, the external agency acts as a data controller in their 

own right.  

 

¶ The College and the company  will only appoint processors if, and 

when, sufficient guarantees around compliance with the data 

protection legislation have been supplied.  

 

¶ Where a processor can demonstrate that they adhere to approved 

codes of conduct or certification schemes, the College and the 

company  will take this into consideration for choice of supplier.  

 

¶ Processors, working with or for the College and the company , who 

have access to personal data, will be expected to comply with this 

policy.  

 

¶ When the College and the company  uses  a processor, a written 

contract/agreement with compulsory terms as set out in Article 28 of 

the UK GDPR must be in place, along with any additional 

requirements that the College and the company  determines 

necessary. Any written contracts/agreements with processors will 

entail a clause that specifies that processors can only act on the 

instruction of the College and the company  also giving the College 

and the company  the right to audit compliance with the agreement.  

 

 INTERNATIONAL DATA TRANSFERS  
 

¶ The College and the company  will only transfer data outside the UK 

in accordance with Articles 44 -50 of the UK GDPR.  
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 TRANSFERS ON THE BASIS OF AN ADEQUACY 

DECISION  

 

¶ The College and the company  will refer to the list of 

countries/territories that the UK has deemed as covered by an 

ΨŀŘŜǉǳŀŎȅ ǊŜƎǳƭŀǘƛƻƴΩ ōŜŦƻǊŜ ǘǊŀƴǎŦŜǊǊƛƴƎ ǇŜǊǎƻƴŀƭ ŘŀǘŀΦ  

 

 PRIVACY SHIELD  

 

¶ In accordance with the judgment in the Schrems II case issued by 

the European Court of Justice on Thursday 16 July 2020, the College 

and the company  will not use the Privacy Shield framework to 

transfer personal data to the United States.  

 

 TRANSFERS SUBJECT TO APPROPRIATE 

SAFEGUARDS  

 

¶ Should the College and the company  identify the need to transfer 

data to a third country that does not have an adequacy rating, the 

College will review each case independently against the criteria and 

options listed in Article 46 of the UK GDPR.  

 

¶ The College and the company  will approach the transfer of personal 

data to third counties using an exemption with extreme caution and 

will not rely on the exemptions listed lightly, and never routinely.  

 

¶ The College and the company  will only transfer personal data to 

third counties once:  

 

o all the appropriate documentation has been completed, 

including DPIAs;  

o the conditions set out in Chapter 5 (Articles 44 -50) of the UK 

GDPR  have been met; and  

o the transfer has been approved by the DPO.   
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¶ The College and the company  will determine which mechanism in 

Article 46 of the UK GDPR is adequate for the College and the 

company  to use, based on the following factors:  

 

o the nature of the information being transferred;  

o the country or territory of the origin, and final destination, of 

the information;  

o how the information will be used and for how long;  

o the laws and practices of the country of the transferee, 

including relevant codes of practice and international 

obligations; and  

o the security measures that are to be taken as regards the data 

in the overseas location.  

 

 DATA SHARING  
 

¶ The College and the company  must ensure that personal data is not 

disclosed to unauthorised parties including, but not limited to, a 

Řŀǘŀ ǎǳōƧŜŎǘΩǎ ŦŀƳƛƭȅ ƳŜƳōŜǊǎ ŀƴŘκƻǊ ŦǊƛŜƴŘǎΣ ƎƻǾŜǊƴƳŜƴǘ ōƻŘƛŜǎΣ 

and in certain circumstances, law enforcement agencies.  

 

¶ Individuals appointed in an official capacity to work on behalf of the 

College and the company  should exercise caution when asked to 

disclose personal data held on another individual to a third party and 

are expected to seek support from the Data Protection Officer.  

 

¶ In all cases (regardless of whether they are internal or external), 

before data is shared, the College and the company  will:  

 

o consider whether it is appropriate to anonymise or 

pseudonymise the data first. The decision outcome should be 

documented, including the supporting arguments.  

o ensure that all necessary precautions to maintain the security, 

integrity and proper treatment of personal data have been 

considered and documented. If, based on the information 

provided, the College and the company  cannot guarantee that 
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the recipient, whether it is an internal or external party, 

adequately complies with data protection legislation then the 

College and the company  will refuse to provide the data 

and/or sign any contracts/agreements.   

o ǿƘŜǊŜ ǇƻǎǎƛōƭŜ ŀƴŘ ŀǇǇǊƻǇǊƛŀǘŜΣ ǎŜŜƪ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘΩǎ 

consent prior to any sharing or disclosure beyond the purpose 

it was collected for. Personal data may be shared without the 

ǎǳōƧŜŎǘΩǎ ŎƻƴǎŜƴǘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƛǊŎǳƳǎǘŀƴŎŜǎΥ 

 

Á In the vital interests of the data subject or another person.  

Á Where the data subject lacks capacity and the data is being 

shared with a legal guardian.  

Á Under court order or for the purposes of law enforcement; 

refer to section 14.4 Law Enforcement and Emergency 

Services Requests.  

Á Seeking legal advice or representation.  

Á For the purposes of providing a confidential reference in 

the interests of the data subject.  

Á In order to comply with a legal obligation.  

Á In order to comply with requirements defined as being in 

the public interest.   

 

INTERNAL DATA SHARING  

 

¶ When personal data is shared internally, the recipient must only 

process the data in a manner consistent with the original purpose 

for which the data was collected.  

 

¶ If personal data is shared internally for a new and different purpose, 

the Data Protection Officer must be consulted first. In these 

circumstances, consideration must be given to:  

 

o whether the data sharing is congruent with the lawful basis 

upon which the data was collected to do so;  

o determine if the data subjects need to be consulted or consent 

to the processing;  
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o determine if the data needs to be re -collected for the new 

purpose;  

o if any additional documentation is required, including a new 

privacy notice.  

 

EXTERNAL DATA SHARING  

 

¶ When personal data is shared externally, a record of the request and 

whether the request was approved or denied will be recorded. If 

approved the nature of the data disclosed and details of the lawful 

basis identified, along with any supporting paperwork r equired, 

including but not limited to, data protection impact assessments 

and appropriate policy documents must be recorded. It is important 

that on each occasion data is shared externally that is considered in 

regard to  the lawful basis upon which it was collected.  

 

¶ When sharing data externally one or more of the following signed 

documents are required between the College/ company  and the 

third party to define the obligations of both parties:  

 

o a data sharing agreement  

o a contract, which includes sufficient reference to data 

protection,  

o a non -disclosure agreement  

o a confidentiality agreement  

 

¶ The above signed documents do not apply if disclosure is required 

by law enforcement agencies, including but not limited to, requests 

from the Department for Work and Pensions or Inland Revenue, or 

the third party requires the data for law enforcement purp oses. In 

these circumstances the Law Enforcement Information Sharing 

Procedure; refer to section 14.4 Law Enforcement and Emergency 

Services Requests.  

 

¶ There are some third parties with which the College and the 

company  shares  information on a regular basis. This includes to 
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external agencies under which the College may be obliged to share 

personal information relating to an individual to fulfil statutory 

obligations. Data subjects are made aware of these organisations 

prior to the data sharing taking place, via privacy notice s. 

 

¶ The College and the company  reserve the right to request and 

review any and all  documentation necessary for assessing whether a 

third party adequately complies with data protection legislation this 

includes, but is not limited to, privacy notices and data protection 

policies.  
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PARENTAL RESPONSIBILITY OR ACT IN LOCO 

PARENTIS  

 

¶ Section 11.3 applies only to MidKent College.  

 

¶ Data released to parents, carers or guardians who are detailed on a 

ǎǘǳŘŜƴǘΩǎ ǊŜŎƻǊŘǎ ǿƛƭƭ ƴƻǊƳŀƭƭȅ ōŜ ƳŀŘŜ ǿƛǘƘƻǳǘ ǿǊƛǘǘŜƴ ŎƻƴǎŜƴǘ ƻŦ 

the student unless the student is aged over 18.  

 

¶ Where students are aged between 18 and 25 and have an Education, 

Health and Care Plan (EHCP) or where they do not have the capacity 

to make their own decisions, parents/carers and guardians who are 

authorised to act on behalf of the student may have access  to the 

ǎǘǳŘŜƴǘΩǎ Řŀǘŀ ǿƛǘƘƻǳǘ ǘƘŜ ǎǘǳŘŜƴǘΩǎ ŎƻƴǎŜƴǘΦ  

 

¶ If a student refuses or objects to the College  sharing data with any or 

ŀƭƭ ƻŦ ǘƘŜ ǇŀǊŜƴǘǎΣ ŎŀǊŜǊǎ ƻǊ ƎǳŀǊŘƛŀƴǎ ŘŜǘŀƛƭŜŘ ƻƴ ŀ ǎǘǳŘŜƴǘΩǎ ǊŜŎƻǊŘǎ 

the College will:  

 

o consider the request on case by case basis but will apply a 

consistent approach in line with College procedures. When 

mitigating circumstances apply, the College reserves the right 

ǘƻ ŘŜǇŀǊǘ ŦǊƻƳ ǘƘŜ /ƻƭƭŜƎŜΩǎ ǇǊƻŎŜŘǳǊŜǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ 
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data subjects rights are administered transparently and to the 

ōŜǎǘ ƻŦ ǘƘŜ /ƻƭƭŜƎŜΩǎ ŀōƛƭƛǘȅΦ 

o consider the request pursuant to Articles 18 and 19 of the UK 

GDPR  (The Right to Restrict Processing) and pursuant to 

Article 21 of the UK GDPR  (The Right to Object).  

o consider the request pursuant to the conditions being met 

under Schedule 1, (Special categories of Personal Data), Part 2, 

Substantial Public Interest Conditions, Paragraphs 16 and 18 of 

the Data Protection Act.  

o take into account  that under data protection legislation, 

children and young adults can assume control over their 

personal information and restrict access to it in certain 

circumstances .  

 

¶ For the purposes of parent/guardian requests, the College is not 

subject to the Education (Pupil Information) (England) Regulations 

2005 as this only applies to any school maintained by a local 

education authority (other than a nursery school) and any special 

school not so maintained. The College is governed under legislation 

by the Further and Higher Education Act 1992. This Act removed 

colleges f rom local authority control and set them up as 

freestanding public bodies.  

 

¶ The College also has a duty to comply with obligations set out in 

other legislation that give external organisation the power to act in 

loco parentis. This includes but is not limited to:  

 

o Care Act (2014) ς this allows organisations to share data to 

promote individual wellbeing, support individual need for care 

and promote the integration of health and social care.  

o /ƘƛƭŘǊŜƴΩǎ !Ŏǘ όмфуфύ ς this allows organisations to share data to 

safeguard and promote the wellbeing of children.  

o Homelessness Reduction Act (2017) ς this allows organisations 

to share data as part of taking reasonable steps to help 

applicants  secure accommodation.  

o Keeping Children Safe in Education (Statutory guidance for 

schools and colleges) ς this sets out the legal duties the 



 

 

___________________________ 

Page 34 of 49  

College must follow to safeguard and promote the welfare of 

student s under the age of 18.  

 

¶ Employees must always follow internal procedures to determine 

whether they are permitted to share information with a parent, carer 

or guardian. If in any doubt, employees must seek advice from the 

Information Governance Team.  

 

LAW ENFORCEMENT AGENCIES AND EMERGENCY 

SERVICES REQUESTS 

 

¶ The College and the company  acknowledge that law enforcement 

agencies, in particular  the police, have a key role to play in protecting 

the public whether that be; preventing or detecting a crime, 

ŀǇǇǊŜƘŜƴŘƛƴƎ ƻŦŦŜƴŘŜǊǎΣ ǇǊƻǘŜŎǘƛƴƎ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ Ǿƛǘŀƭ ƛƴǘŜǊŜǎǘ ƻǊ 

following legal proceedings. However, the College and the company  

recognises that law enforcement agencies, in particular the Police, 

do not have an automatic right to the personal data we hold on  

individuals and as such each request must be considered on its own 

merits and the appropriate legal basis applied when disclosing 

information. Before disclosing any personal data, the College and the 

company  must balance its priorities as an educational provider and 

its duties as a data controller, against its responsibilities to help 

protect the public and the community.  

 

¶ The College and the company  aim to respond to all law enforcement 

agency and emergency services requests as quickly as possible, 

especially in circumstances covered under Emergency Information 

Requests (Vital Interest).  

 

¶ In the event of any law enforcement request the College and the 

company  retains the right to contact the relevant authority to 

confirm the identity of the requesting officer.  

 

EMERGENCY INFORMATION REQUESTS (VITAL INTERESTS)  
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¶ On the occasions that there is an emergency situation , pertaining 

only to matters of life and death, the lawful basis for processing of 

vital interests will be invoked under Article 6(1)(d) of the UK GDPR. 

The College and the company  recognise that there is a high 

threshold required for this lawful basis to be applied - it must be 

ŜǎǎŜƴǘƛŀƭ ǘƻ ǎƻƳŜƻƴŜΩǎ ƭƛŦŜΦ ²ƘŜǊŜ ǇƻǎǎƛōƭŜ ǘƘŜ /ƻƭƭŜƎŜ ŀƴŘ ǘƘŜ 

company  will always seek to use an alternative lawful basis, for 

example legitimate interests, which provides a framework to balance 

the rights and interests of the data subject(s).  

 

¶ Where vital interests arise in the context of health data, the College 

and the company  will consider the application of vital interests for 

special categories as a lawful basis for processing under Article 

9(2)(a) of the UK GDPR. However, the College and the company  

accepts  this only applies if the data subject is physically or legally 

incapable of giving consent and that vital interests cannot be 

applied if the data subject refuses consent, unless they are not 

competent to do so. Where possible the College and the company  

will always seek to use an alternative lawful basis, for example 

explicit consent.   

 

NON -EMERGENCY INFORMATION REQUESTS  

 

¶ In all other circumstances (outside of vital interests), the College and 

the company  will require the law enforcement agency to provide an 

Information Request Form. This requirement remains applicable in 

all non -life -situations regardless of the urgency. Where a request is 

urgent but not life threatening the College and the company  will 

aim to respond as quickly as possible whilst having due regard for 

the internal approval chain listed in the Law Enforcement 

Information Sharing Procedure.  

 

¶ An Information Request Form is required regardless of whether the 

request is made in person, over the phone or via e -mail. The College 

and the company  retain the right to refuse a law enforcement 

request if an Information Sharing Form is not provided.  

 






























